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1) THE M2ME SOLUTION

The M2Me solution is dedicated to remote maintain and control any type of industrial devices (PLC, HMI, Drive,
...). Using M2Me you can from your PC, your tablet or your smartphone be "teleported” in real time and safely
onto the remote site you want to monitor or maintain.

The terminal of the remote operator shall be equipped with an M2Me Client (for PC or Smartphone) enabling a
direct and secured connection to the M2Me server (Cloud solution operated by Etic Telecom). M2Me Client
offers a user-friendly HMI presenting the remote sites on directories.

A machine Access Box (Industrial VPN router, namely RAS) ensures the connection between the devices of the
machine and the M2Me server (secured VPN link).

2) HOW TO INSTALL THE M2ME CLIENT FOR PC

From the version 2.2.0 it is now possible to use it on a Windows session where the user is not administrator of
the PC.

e M2Me client download.
Click on www.etictelecom.com. (Support/Software)
Only the latest software version of our M2Me client is available on the download area.

Softwares
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0.54 MO

ENGLISH VERSION 2.10 FRENCH RELEASE 1.71 ENGLISH VERSION 1.71
9.46 MO 2.73 MO 2.74M0

¥

(S

¥ ¥ ¥

(S —J —)

Firmwares

The file https://www.etictelecom.com/wp-content/uploads/2019/04/RAS-User-Guide-.pdf may help you during
the installation of the M2Me Client onto your PC.
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e How to register the certificate (.P12 file attached)

A unique x509 certificate has been provided to identify your PC on the M2Me service. This certificate is required
during the installation of the M2Me client. Warning: only one connection at a time with the same certificate is
allowed on the M2Me service.

A vzme - X

M2Me - Certificate installation

- E:mﬁet;i;:alisapumeﬁe.nis
Password requested during the
installation of the certificate is
| Bowse... «etic »

M2Me Client V2.2.1
Copyright © 2007-2020 ETIC TELECOM

" Your PC is not connected to M2Me

e Local sites directory opening
At the opening of the M2Me client, click on the “local” button to open the local sites directory.

A mame - X

M2Me

Choose a directory

Local

—|— Add a sites directory

M2Me Client v2.2.1
Copyright © 2007-2020 ETIC TELECOM

B YouwPCis d on M2Me

From the 2.2.1 version, it is possible to connect your M2Me client to your fleet management product (RFM) to
get your sites directory.
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e Test on our « demo WALL »

You can do the M2Me connection from your PC to our “demo wall” to verify that the M2Me Client is properly
installed on your PC. The “demo wall” can be reached from the directory of the M2Me Client.

To initiate a connection to a remote site, select it on the list and click on the “Connect to the site” button.

Local
all sites

e M2Me + ADSL (IPL-A pack M2Me) con

Plate forme de démonstral E M2Me + Réseau Usine (RAS-ECW) conn

2 YourPCis authenticated on M2Me

You can set your remote site connection credentials on a dialog box. It is already filled for the demonstration
sites.

[ m2me

0
i
Plate forme de démonstrat ('5 M2Me + Réseau Usine (RAS-ECW) conn

Local
all sites

The connection to M2Me + Réseau Usine (RAS-ECW)is established.
Be sure to act carefully when launching your application.

v

You are in the site  M2Me + Réseau Usine (RAS-ECW) 00:00:04

e M2Me + ADSL (IPL-A pack M2Me) ¢

onnex

Warning: if you have specific SW to drive the maintenance of your PLC (PL7, Unity, So Machine, STep 7, TIA
Portal, ...), please note that this SW must be on the PC equipped with the M2Me Client.
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e  Firewall problem of your new PC
The Windows Firewall can block some features of M2Me (see image below).

gk M2Me - %
AR Sites
{é"% v L*: ! ¥RASEW-100 - : :
Menu Le Pare-feu Windows Defender a blogué certaines
| Répertoire des sites fonctionnalités de cette application.
[ Plate forme de démonstrat
[ Valise de demo Le Pare-feu Windows Defender a bloqué certaines fonctionnalités de M2Me sur tous les réseaux
publics et privés,
a‘ i Nom : p2Me]
Editeur : ETIC TELECOM
Chemin C:\program files (x86)\etic telecom\m2meim2me. exe
d'acceés :
Autoriser M2Me & communigquer sur ces réseaux :
M2Me b [ Réseaux privés, tels qu'un réseau domestique ou un réseau dentreprise

[[]Réseaux publics, tels qu'un aéroport ou un cybercafé (non recommandé

ible d'i nect, Vérifier - . n
Impossible d'interroger le serveur M2Me_Connect, Vérifie car ces réseaux sont rarement sécurisés)

que le pare-feu de votre PC autorise le trafic sur la connexion
réseau "M2Me_Connect”.

Si les applications sont autorisées via un pare-feu, quels sont les risques encourus ?

_“ Autoriser I'accés Annuler

It is then necessary to check the M2Me access requested for proper operation.

o Applications autorisées - m}

<« v 4 Panneau de configuration > Systéme et sécurité > Pare-feu Windows Defender > Ap@ v O Rechercher

Autoriser les applications a communiquer a travers le Pare-feu Windows Defender

Pour ajouter, modifier ou supprimer des applications et des ports autorisés, cliquez sur Modifier les
paramétres.

Quels sont les risques si une application est autorisée & communiquer ? P Modifier les paramétres

Applications et fonctionnalités autorisées

Nom Privé  Public ~
MGoogle Chrome
M Groove Musique

=

M Groupement résidentiel [m]
Héte de I'expérience du Windows Store
MHub de commentaires
Olnfrastructure de gestion Windows (WMI) [m] [m]
Olnterruption SNMP [m) [m)
OJournaux et alertes de performance [m) [m)
DOlLecteur Windows Media o ]

ZIM2Me
qEM Me m}
@ March of Empires: War of Lords v

Détails. Supprimer

Autoriser une autre application...

oK Annuler

3) PORTING THE M2ME CLIENT ONTO A NEW PC.

¢ Retrieving the certificate (version < 2.2.1)

By default, the M2Me client certificate and the list of remote sites are in C: at the following location:
“C:\ProgramData\ETIC TELECOM\M2Me\1.7.1.1 “
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TEiLE-pADMET Drgamiser Mo Al DuraTir Lélptlionner
» CePC » Disguelocal (C) » ProgramData » ETIC TELECOM » M2Me » 1532
¢ * [0 Hog - Medifie le Tepe Taille

B cTEAEN5-3650-4T00- 0015 324 1442,
Carmetaomil

+ CerL.iat
Options.aml

The registration of the certificate is explained in point 2) of the application note.

¢ Retrieving the certificate (version > 2.2.1)

By default, the M2Me client certificate and the list of remote sites are in C: at the following location:
“C:\Users\USERNAME\AppData\Local\ETIC TELECOM\M2Me\2.2.1.0"

[ = 2210 - ] X
Accueil Partage Affichage o
« v ot « M2Me > 2.2.1.0 ~ @] 9 Rechercher dans: 2.2.1.0

Modifié le Type Taille

# Accés rapide

= 0fb7d273-1726-4908-9d 1d-0.. T/7/2012 13:02 Echange d'informa... 4 Ko

& OneDrive arnetxml %8/09/2020 18:17 Document XML 3Ko
v WCePC | | certout 08/09/2020 1717 Fichier OUT 5Ko
/09y, 717
B Bureau =l cert.txt 08/09/2020 17:1 Document texte 5Ko
B D " | | ConnLogxml 29/05/2020 15:16 Document XML 1Ko
=| Documents
ptions.xm 09/ :3 ocument XM o
| ] Opti | 10/09/2020 10:32 D XML 2 K
= Images
J” Musique
J Objets 3D
¥ Téléchargements
B videos
¥ BE.05(C)

The registration of the certificate is explained in point 2) of the application note.
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e Load / restore the sites directory

In the operating phase or during the installation of your M2Me client, you may have to download a new address
book file of remote sites WITHOUT RECREATING MANUALLY EACH SITE.

Launch your M2Me Client and click on the “properties” button next to your local site directory

A m2me - X

M2Me

Choose a directory

Local

—I— Add a sites directory

M2Me Client v2.2.1
Copyright © 2007-2020 ETIC TELECOM

¥ Your PC is not connected to M2Me

In the opened menu you can save and restore your sites directory.

& m2me - X

M2Me

€ sites directory properties
Local sites directory

Sites directory location
C:\Users\USERNAME\AppData\Loca\ETIC TELECO R

Change directory...

Save / Restore the Sites directory

M2Me Client v2.2.1
Copyright © 2007-2020 ETIC TELECOM

¥ Your PCis not connected to M2Me
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4) HOW TO SETTLE THE M2ME CLIENT FOR SMARTPHONE AND TABLET.

e Creation of your customer area
Log on to www.etictelecom.com and create your customer space (click on "sign up now").

Fill out the form by filling in at least all the fields marked in green.

THEBENEFTS OF

AN ETIC TELECOM ACCOUNT | company

-Simple visualization of your connected remote

You are...
sites.
-Access to additional options (SMS alert, M2Me Web site
function ._.). ;
o ) ) | Last name First name
-Crediting SMS in the Machine Access Box or the
router (RAS / IPL). Function

-M2Me client activation on the M2Me server.
| E-mail address

Phone number

| Password Password
At least 8 characters

| want to receive the last information conceming the Etic Telecom
products

<F“ —
Sign up >
h——_

_——#

A message will be sent to the registered email address to complete the creation of the account.
e M2Me client registration.

In the "M2Me Client” section, give a name to your M2Me Client and enter your purchase code (see below).

ENABLE A NEW M2ME CLIENT

M2Me client name

Smartphone Mister Hardworker

Purchase code

MC_XTLIC




The activation code obtained must be carefully preserved. It will be necessary to activate the M2Me application

on your smartphone or tablet.

¢ M2Me Client installation on your smartphone or tablet from the App Store or Google Play.

®e0c0 Orange F & 11:18 + 99 %
€ Rechercher M
M2Me [4+]
Etic Telecom>
v
iPhone
escoo Orange F % 15:00 - secoo Orange F ¥ 1
Identification 7 Rép
e Atlanta
M2M a
S [2 Grenoble
Protection des Boitiers d'Accés
Machine e NewYork

Saisissez ici le nom d'utilisateur et le .
mot de passe nécessaires pour la @ Paris
connexion aux Boitiers d'Accés Machine.

2 Pekin

apple

Y O Q e
Sélection Catégories Classements Rechercher Mises & jour

e Creating a remote site.

App Store eecoc & 11:19 4 99 % .

Activer votre client M2Me

M2Me

Pour obtenir le code d'activation pour votre

client M2Me, rendez vous d'abord sur notre
site www.etictelecom.com, rubrique "Espace
client" et saisissez votre code achat.

Enregistrer

From the client area (Site Management Topic), create a remote site by giving it a name and entering the product

key from the Remote Site RAS Access Machine.

Create a new site

Feed8ee8-C09a-4934-9164-5C876c90e58a
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e  Connection settlement from your smartphone or tablet to remotes sites.

##c0o Orange F 5 11:20 + 99 % .
Identification ?
The connection presupposes your
M2Me referencing in the Machine Access Box
protection des Boitiers diAccés (namely RAS) as a remote user.
oo . Your username and password will be
mot de passe nécessaires pour la requested before any M2Me connection.

connexion aux Boftiers d'Accés Machine.

Se souvenir

ok

5) PORTING THE M2ME CLIENT ONTO A NEW SMARTPHONE OR TABLET

Log on to www.etictelecom.com and go to your customer area and disable the terminal as described hereunder.

M2Me clients

M2ME CLIENT NAME TYPE ~ ENABLED
New client ...

Smartphone Mister Hardworker + details.. Mobile  Yes @

Activation code
Rename
Disable

Fill in your activation code on your new smartphone or tablet PC

@ App Store secco B 11018 i a8 %

Activer votre client M2Me

M2Me

Pour obtenir e code d'activation pour votre
elient M2be, rendez vous d'abard sur natre
site www.etictalecom.com, rubrigue “Espace
client™ 1 salsissez volre code achat.

Enregistrer
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Note: If you have lost your activation code, you can generate a new activation code by entering your purchase
code.

6) HOW TO CREATE A REMOTE USER ON A MACHINE ACCESS BOX RAS

The RAS Machine Access Box must be pre-configured to be connected to the M2Me service. A Wizard available
from the home page of the product allows a quick and intuitive configuration.

1 RAS-ECW-220
e Ic site de demo RAS-ECW

TELECOM

Home > Home > Setup > Remote access > Users List > User Conf@
¥ sewp Fagenen

Documentation | EN | FR

N It is important to always give the
AN Interface Aotive W
 vemne e rutame same user name and password to a
ale_comnect Compary [ | dI f th
Users Lis e remote operator regaraless o e
ACCess rights = . .
| s e s | RAS Machine Access Box in order to
Qoo L ——— simplify operation.
b oysiem Passwortsvength |
» Diagnostics
» Maintenance Faor security reasons, choose a password longer than & characters with uppercase and lowercase letters, numbers and special characters

} Alert & Display
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7) HOT LINE SUPPORT DURING YOUR TEST

Feel free to contact +33 4 76 04 20 05 or hotline@etictelecom.com.

8) VIRTUAL SHOWROOM (AVAILABLE FROM THE HOME PAGE)

By surfing on our WEB site www.etictelecom.com (Support/Virtual Showroom) you can learn how to configure a
Machine Access Box (namely a RAS product).

=
> a

e About us Our range of products ~ Our solutions ~ Our news Supports ~ Contact 9 Customer Area ‘«J @

TELECOM

Virtual: showroom

Select a range of product

MACHINE ACCESS ROY (DAR FAMILY)

oLl T —

ETHERNET EXTENDER (XSLAN FAMILY)

ekic

TELECOM www.etictelecom.com
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